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Abstract –Cloud computing has become a buzzword in IT 

industry these days and organization are getting attracted 

towards this magnet for expanding their infrastructure at 

cheaper rates. However, with all flexibility offered by cloud there 

are concerns about security, integrity and availability of precious 

information of cloud users. Conventional protection mechanisms 

need to be reconsidered for their effectiveness, since cloud 

service model is distinctly different from other internet based 

service models. Recently, much research efforts are being done 

in cloud security but still more efforts are desired. Since cloud 

security is a sensitive dimension affecting its wide commercial 

acceptance. This work explores various levels of security 

concerns in cloud environment and lists available mechanism for 

addressing them. 

Index Terms – Cloud Computing, Security issues, Levels, Review 

1. INTRODUCTION 

Infrastructure as a Service (IaaS), specifically data storage is 

one of important services provided by cloud computing (CC). 

Individual users and business organizations are shifting their 

data storage on cloud because of easy availability and reduced 

cost offered by it [1]. However, saving data at a remote server 

is just like giving your money to someone, since in today’s 

digital era, data is the backbone of processing. Thus, with all 

the flexibility offered by cloud, serious security concerns have 

also been generated. Security concerns are generating 

hindrance for business organizations to shift entirely into 

public clouds [2]. Recently, there is increased attention from 

research and business community towards developing 

effective security measures for cloud paradigm. Some 

organization like Cloud Security Alliance (CSA), European 

Network and Information Agency (ENISA) [3], Cloud 

Computing Interoperability Group and Multi-Agency Cloud 

Computing Forum are working towards providing effective 

and efficient controls to provide information security in cloud 

environment. Some important security concerns prevailing in 

this domain are data security, privacy, resource availability, 

trust management etc. However, recently lot of researchers 

have proposed techniques for improving information security 

but still there is scope for research in this direction. This work 

explores security issues in cloud environment and presents 

existing solutions for the same. Next section outlines security 

problems existing at various level of cloud computing. 

Section 3 focuses on existing solutions for those problems. 

Finally last section concludes this work and elaborates future 

research directions. 

2. SECURITY ISSUES AT VARIOUS LEVELS 

IN CLOUD COMPUTINGCONCLUSION 

CC is internet based service paradigm where users access 

various services from Cloud service provider (CSP) through 

internet. Whenever user logs in a cloud and start accessing 

various services, information exchange gets started between 

user and CSP. Figure 1 given below indicates a cloud 

environment. 

 

 

 

 

 

 

Figure 1 Cloud Environment 
 

As far as security of information exchanged is concerned, 

only cloud storage is not concerned. There are in fact various 

levels where security breach may take place and integrity of 

information may be compromised. Figure 2 given below 

illustrates various levels of security concerns in cloud 

environment. 

Every level contains their key points at different levels. All 

levels have their own importance and need equal attention for 

ensuring overall robust security in cloud environments. Figure 

3 given below highlights various levels requiring security 

along with concerns underlying. 
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Figure 2 Various Levels of Security Concerns in Cloud  
Computing 

 

Figure 3 Security in Clouds: Levels and Concerns 

Description of various security concerns are as follows: 

2.1.  Network Security 

When information travels in the network then network 

security becomes a concern. Cloud service providers must 

ensure that robust and secure communication protocol is 

being adopted to avoid attacks on information while traveling 

in the network. 
 
2.2. Interface Security  

It is directly concerned with the interface which is provided 

by cloud providers and level of security offered by it. VM 

interface affects the inherent security features such as IBM 

Blue Mix is a cloud service based on Linux and Microsoft 

Azure is based on Windows operating system. Linux 

operating system is more secure as compared to Microsoft 

Windows. Thus interface security would be better with Linux 

based interface. Thus interface offered by CSP should deploy 

secure operating system. 

2.3. Virtual Machine Security 

VM security is of utmost concern amongst all security 

anxieties. Users make use of VM for their processing tasks. 

Further, a cloud makes use of Multi-tenancy technique i.e. 

same VM and resources are being used by different users at 

different point of time to improve resource utilization and cost 

reduction. However, this increases possibility of security 

breaches. Multiple users of a single virtual machine must be 

isolated to the extent so that confidentiality of an individual 

may be maintained. 

2.4. Compliance 

Compliance focuses on enforcing stated service level 

agreement (SLA). SLA is the only legal document between 

the user and the service provider which states the service 

requirements of the user and service standards to be provided 

by the provider. However, there is no standardization of SLA 

[4] which is essential to make this business model 

trustworthy. Weak implementation of service standards by the 

provider may lead to security flaws. 

2.5. Confidentiality/ Privacy 

Confidentiality focuses on preventing disclosure of private 

information to unauthorized users. In cloud computing all 

data is stored on geographically separated locations thus 

ensuring confidentiality of data becomes major issue. 

Applying various cryptographic algorithms, [5] is the typical 

solution being adopted. Data splitting [6] is another technique 

being used to ensure security of data at providers end. In this 

technique data is stored at multiple non-interacting hosts. 

However, both above techniques have their own inherent 

issues. 

All above listed security concerns are of importance at 

different levels of communication with cloud. CSP has to 

ensure security at all levels, which is a tough task. Next 

section analyzes existing solutions for above security 

concerns. 

3. SECURITY MECHANISM EXISTING IN 

LITERATURE 

3.1.  Towards Network Security 

Arfeen et. al [7] focused on network awareness and consistent 

optimization of resource allocation strategies and highlighted 

the research issues prevailing in this field. Authors 

emphasized that more efforts are required to make the existing 
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performance models predictive and responsive. Safiriyu [8] 

proposed a user identity management protocol (UIDM) in 

cloud paradigm. It accommodates all stakeholders i,e end user 

and providers. It provides authentication, encryption and key 

management mechanism. They have tested weak, strong and 

very strong user identity and observed more failure in case of 

weak IDM. Zhen chen et. al [9] proposed a collaborative 

network security prototype system used in a multi-tenant data 

center. They have used a centralized collaborative scheme 

along with packet inspection at different levels of security. It 

protects the data center from all possible network attacks. 

This centralized security center is able to deploy security rules 

and collect data from the networks. But the proposed 

prototype lacks in detection of network policy violations. 

3.2. Towards Interface Security 

Philipp, et.al [10] has developed a platform which ensures the 

integrated security and improved data processing known as 

Virtual Fort Knox. This product is suitable for small and 

medium enterprises. It provides physical security like access 

control, protection from tampering of physical server as well 

as protection against failure of administrator. 

3.3. Towards Virtual Machine Security 

Figure 4 Update Checker Architecture [11] 

Roland et.al [11] presents an architecture which increases the 

security of virtual machine. The architecture is divided into 

two parts one is update checker architecture and another is 

online penetration suite architecture shown in Figure 4. 

Update checker identifies the outdated information installed 

on virtual machine. Second one scans all virtual machines and 

boot them if there is need for it. Further, report generator is 

another component which generate the results of flaws (in 

terms of risk level) after collecting all reports from scanner. 

With the help of this report the error can easily be detected 

and removed. But both these architectures can be pertinent 

only on Linux environment. However, there is need of a 

generic architecture which can work on every environment. 

Sapuntzakis et. al [12] developed a mechanism which assigns 

virtual machines automatically. The proposed scheme has 

prevented security breaks but does not allow updation of all 

packages of virtual machine. 

3.4. Toward Compliances 

Qian et. al [13] proposed a cloud data storage architecture that 

provides public auditable cloud mechanism which helps to 

examines proficiency and capabilities of data owner to assess 

the risk of outsource data with the help of external audit party. 

The proposed architecture comprises of four components: data 

owner, user, cloud server and Third Party Auditor (TPA). It 

provides a mechanism in which data owner appoint TPA to 

audit the cloud server in effective and cost efficient way for 

end users, when it is required. When it comes to security, it is 

not completely secure as it seems because the auditing 

completely relies on TPA and data owners. Here the question 

arise that if the owner and TPA are not delivering correct 

report to user, then who will be responsible for that. 

Funmilade et. al [14] proposed a dynamic data driven 

architecture which is capable to minimize the SLA violations 

by releasing resource provision. In the proposed architecture, 

the author has focused only on resource releasing but no 

attention about the security. Cloud Security Alliance [15] is a 

nonprofit organization which was established in December 

2008. It checks all government strategies and audit policies 

for ensuring good security in cloud computing. It releases new 

policies with the help of National Institute of Standards and 

Technology (NIST) and Information Systems Audit and 

Control Association (ISACA). 

3.5. Towards Privacy 

Yuefa et. al [16] presents a study on need of security in cloud 

computing. Currently, most of the agencies are working on 

Hadoop Distributed File System (HDFS) architecture which is 

based on master slave node. Master node is named as name 

node and slave node is named as data nodes. All data is 

replicated thrice and stored on data nodes. According to this 

study, all access control of data nodes are managed by a 

single point i;e name node which can be a cause of failure. 

They presented a model with three lines of defense as shown 

in Figure 5. These are authentication security at first level, 

encryption and privacy protection at second level and fast 

recovery at third level. Authentication layer is used for user 

verification with the help of digital signature and encryption 

algorithm is deployed at second layer. Third layer uses rapid 

recovery algorithm for recovering the data. 

Huiqi et al. [17] proposed Random Space Perturbation 

(RASP) method and Nearest Neighbor (kNN) which address 

the four main aspects data confidentiality, query privacy, 

efficient query processing and low processing cost. Authors 

performed an experiment under a threat model and found the 

results providing more efficiency at reduced cost. But this 

method suffered from data leakage and weak query privacy. 
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Figure 5 Data Security Model for Cloud Computing [16] 

Hossein et al [18] presents Encryption as a Service (Eaas) for 

ensuring the security at CSP. In this approach a private cloud 

is being created by using Message Authentication Code 

(MAC) for integrity. This approach is based on multi-

threading processes. Each single thread hits equivalently on a 

parallel region and produces team of threads after encryption. 

However, this mechanism will work successfully only if the 

program had been written in multi-threading style, otherwise 

the performance gets decreased. The description of this model 

is shown in Figure 6. 

 

Figure 6 Encryption as a Service [18] 

 

Xu et. al [19] proposed an agent based trust model which 

ensures the reliability and credibility. Authors proposed 

architecture Trustworthy Agent Execution Chip (TAEC) 

which provides high security and works on sensor node by 

using agent technology. Before sending the data from node A 

to node B, it encrypts the data by applying TAEC. Firstly 

node A gets the trust certificate from TAEC Manufacturer 

(TAECM) which contains public key, security strategy, and 

TAEC type. After verification of digital signature, data is 

transferred to node B. Due to assimilation of agents the 

proposed model becomes platform independent, however the 

usage of digital signature decrease the efficiency of model. 

The architecture is shown in Figure 7. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7 Trustworthy Agent Execution [19] 

Wang et.al [20] proposed an auditing mechanism in cloud 

environment known as Public Auditing for shared data 

(PANDA) with efficient user revocation. The purpose behind 

the user revocation is that if the same user would approach to 

cloud then every time of revocation, the private key is 

generated and the data has to be re-signed with private key. 

Due to this computing, time increases and efficiency 

decreases. 

Above section indicates that limited research had been carried 

out towards various security issues prevailing in CC. There is 

still ample scope of research in this dimension. Upcoming 

section concludes this work. 

4. CONCLUSIONS AND FUTURE SCOPE 

Security is one of the main aspects of cloud computing for its 

wide commercial acceptance. This work has tried to 

summarize security issues at various levels of cloud 

computing. However, it has been observed from this review 

that more or less, similar security approaches are being 

suggested for cloud computing as for other internet based 

computing techniques. Considering the distinct features of 

cloud applications, such as custody of user’s data, multi-

tenancy of infrastructure etc. really demand for specialized 

security mechanisms which could provide better comfort and 

trust while working with cloud. SLA compliance should be 

seriously considered by government agencies and strict laws 

should be formulated towards SLA violation. Future work 

will focus on developing reliable, secure and trustworthy 

mechanism for cloud environment. 
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