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Abstract – Amid the soaring cyber threats and security breaches, 

we introduce an automated intrusion detection and prevention 

model to bolster threat assessment and security data solutions. 

Our model, utilizing the state-of-the-art Automatic Intrusion 

Detection System (AIDS) and real-time data analysis, promptly 

identifies and responds to potential security breaches. It gathers 

security data from multiple sources, such as network traffic, 

system logs, user behaviour, and external threat intelligence 

feeds, enhancing overall cybersecurity defenses. The increasing 

volume of data sharing and network traffic has raised concerns 

about cybersecurity. To address this issue, we propose the 

Automatic Intrusion Detection System (AiDS) is defined as 

monitoring the network for suspicious activity for managing 

network traffic. The activities detected are monitored based on 

the alerts, and the operation centres are analyzed using the 

appropriate actions to remediate the threat. The Automatic 

intrusion Detection System and the Intrusion Prevention System 

(IPS) have been used to prevent and secure network data. By 

using the technique of Automatic intrusion Detection System 

(AiDS), the identification of the endpoint protection, which is 

related to the hunting engine, risk management, incident 

response mobile security, and access management and by using 

the technique of Intrusion Prevention System (AiPS) the 

vulnerability of threat management and the analysis of the data 

in the network is proposed. The result describes the 97.2% of 

data in the KDD 99 data set, the accuracy and sensitivity of the 

data from the network is 92.8%, and the system's formation. The 

approximate data in the database is 75%. The security services' 

intrusion and the system's data formation in the digital threat 

data have been accessed successfully. 

Index Terms – Automated Intrusion Detection, Network 

Security, Risk Management, Endpoint Protection, Incident 

Response, Intrusion Prevention System, SOC-As-A Services, 

Vulnerability Threat Management, Mobile Security. 

1. INTRODUCTION 

In today’s ever-evolving digital landscape, cyber security 

threats have become more sophisticated and prevalent, posing 

significant risks to organizations critical assets and data. Due 

to data sharing, the traffic in the network has increased, and 

the monitoring of the activity for network sharing has been 

proposed. The process of managing the communication in the 

network and the detection of the intrusion of the 

communication system [1] of long distance encourages the 

experimental research economically for maintaining the data 

in the network. The issues and the alerts for the suspicious 

activity discover the harmful activity, and this network 

manages the policy breaching for the data traffic [2]. The 

event management and the filtering technique have been done, 

and the suspicious and the issues which activate the filtering 

technique have also been done. The intrusion detection for 

monitoring the network traffic is monitored [3] [4] [5] [6]. 

The secure way of event management is done for various 

malicious activities [7]. The process of maintaining the 

network monitoring is proposed. 

The information security theory permits the security policies 

of the information to be done [8]. This data security manages 

the limitation of storage, confidentiality, and accuracy has 

been proposed. This risk theory gives data security, enabling 

the breach consequence of the basic security proposed [1]. 

This security of the data, hardware, software and the 

organization for maintaining the procedure of the policies and 

the organization manages the policies and procedure for 

maintaining the procedures, and the organization has 

proceeded. The autoimmune process for progressing the weak 

and moderate sensory changes for respiratory failure is 

proposed. The security and the prevention of the system have 

been proposed using the intrusion and the prevention of the 

data. This identifies the threats and attacks in the network [8]. 

This reports the security operations center and the cyber 

security to analyze the network for trending analysis. This can 

be detected using the software, and the application of the 
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policy violations has been proposed. The event management 

system has been instructed between the networks and the 

system. The traffic, threat data in the intrusion system, and 

buffer are suggested to ensure that the threat personnel data 

that assaults the networks are not there. It is done to find 

breaches. Electronic, physical, and skimming breaches are a 

few examples. 

The threat management for responding to security incidents 

and the cybersecurity factor has proceeded [9]. In managing 

the prevention and security of the data in the network traffic, 

the data's loss and redundancy can be managed [10]. For 

detecting a threat, the configuration, modeling, indicator, 

behavioral analysis, and control system have been enabled for 

the environment data sharing. The organization of detecting 

and preventing cyber threats and data security is done using 

the Security Operation Center (SOC). Some components for 

managing the auditing standards and reporting this work in 

the performance actions. The harmful process for the 

compromised data for the recovery and the system for sharing 

and deleting files is proposed. The attacker reduction accuracy 

manages the surface, including the network and the devices 

for leaving the attackers and the attack based on the 

organization devices.  

The primary objective of this research is to present a novel 

scheme for automated intrusion detection and prevention, 

ensuring data security and minimizing cyber threats in 

modern network environments. By integrating advanced 

techniques in the AiDS and AiPS model, we aim to provide a 

robust defense against malicious activities and enhance 

overall network security. The proposed AiDP model holds 

immense potential for various application areas, such as 

financial institutions, healthcare organizations, 

telecommunications networks, and critical infrastructure 

sectors. Implementing this model in these industries will 

bolster their cybersecurity measures, safeguard sensitive data, 

and protect against potential cyber-attacks. The main 

contribution of the study proposes as follows: 

In Section 1, the introduction discusses the impact of 

increasing data sharing and network traffic on cybersecurity 

and presents the main objective of proposing the Automated 

Intrusion Detection and Prevention (AiDP) model. Section 2 

provides a thorough literature review on automated intrusion 

detection and prevention. In Section 3, delves into the 

proposed Automatic Intrusion Detection System (AiDS) 

methodology is presented and discussed. Section 4 explains 

the Automatic Intrusion Prevention System (AiPS) and its 

components in detail. Section 5 serves as the results and 

analysis obtained from the discussion on theory-based 

security data. Finally, in Section 6, the paper concludes by 

summarizing the findings and discussing future work to be 

explored based on this study. 

 

2. LITERATURE REVIEW 

Singh et al. (2022) study describes the AutoML-ID for 

detecting the intrusion for the machine learning model that 

has been proposed using the wireless sensor network for the 

dramatic increase of synthetic data. The wireless sensor 

network manages the machine learning model to predict 

skillful automated machine learning for managing the data 

processing automation in the network. Also, the data's 

prevention and detection are done using the Bayesian 

optimization process. The machine learning model for 

performing similar fractions for detecting the intrusion is 

proposed by implementing this in the currently proposed 

system. Also, machine learning for maintaining the Gaussian 

process has been proposed. AutoML models are often more 

complex than manually crafted models. This complexity can 

make it difficult to interpret how the mode arrives at its 

decisions, leading to reduced explaining ability and 

transparency [3]. 

Echeberria et al. (2021) research enable the automated 

intrusion detection system for smart contracts for the 

decentralized scenarios for the blockchain facilities. The 

detection of the smart contract and automation of the potential 

threats for monitoring the blockchain has been proposed. The 

security based on the threats based on the smart contracts for 

the centralized and decentralized data is proposed. The 

automated approach and the potential threats to the 

development of the IDS are proposed. By implementing this 

in the currently proposed system, the automated IDS can be 

used in data management, and security can be proposed. Also, 

the blockchain-related factor for improving the transaction-

based technology is done [4]. 

Saliu et al. (2022) manuscript manage the O-AIDS for 

managing the intelligent house surveillance security system 

for storing the data from the smart home appliances for the 

smart display. This is designed for the internet protocol 

camera, SMS notification, smart display, etc. The interface is 

related to the wide viewing angles for maintaining intelligent 

home applications. Here are angles that share the integrated 

factor data to show the system's maintenance for the 

microcontroller and the document's unit. By implementing 

this in the proposed system, intelligent home application data 

security can be analyzed and implemented. The systems 

performance become impractical as the volume of network 

traffic to handle large-scale environments. [11].  

Hammar et al. (2021) study proposed the prevention of 

intrusion through optimal stopping can be proposed. Here for 

the prediction, reinforcement learning is proposed for problem 

stopping. This defender manages the dynamic program for 

feasible and practical cases for the dynamic programming and 

optimal defender policy measurements. By implementing this 

in the currently proposed system, the environment simulation 

for the simulation of the data is collected. Managing the data 
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from the dynamic programming for the automatic infrastructure is done. By involving this in the proposed 

system, automatic data analysis is predicted based on data 

sharing. [12]. 

Tripathi et al. (2022) manuscript study describes intrusion 

prevention based on the system availability and the proposed 

NPP of the factorization. The power generation of the cyber-

attacks and the integration of the security of the data are done 

in this study. Also, the critical system of functionalities of the 

physical process of the Petri Net based on the cyber-attack is 

done. The understanding of the controlling parameter of the 

security of the data in the electric power manages the primary 

sources and the system's electric power is proposed. The 

availability of the system data is analyzed, and then the 

prediction of the data is made. By involving this method in 

the currently proposed system, the prediction of the data in 

the network based on availability can be found. [13]. 

Khan et al. (2022) study describe the security and the 

intrusion-based deep learning for the current analysis and the 

possible solutions proposed for the data. Deep learning is used 

for the analysis of the data and the security of the data using 

the IoT. The balancing of the data is done based on precision, 

accuracy, and recall. This can be analyzed using smart homes, 

grids, and cities to develop data from smart homes and cities. 

The data classification is done using the automatic prediction 

of the data in the network. By involving this deep learning 

method in the currently proposed system, the data security 

from the smart cities is managed securely. [1]. 

Pani et al. (2021) study enables the feature selection of the 

data for intrusion deductions. The efficient algorithm for 

feature selection based on the internet of things is done. The 

flower pollination algorithm for intrusion detection has been 

proposed for the logistic regression and random forest for the 

smart cities and the high performance of the experimental 

factor for the FPA method. This method performs the 

logistics, and the classification of the literature survey and 

classification of the system is proposed. By implementing this 

in the currently proposed system, the data from the smart 

homes and smart cities are proposed by the IoT devices [14]. 

The overall summary of the literature review is shown in table 

1. 

Table 1 Summarization of Related Works 

Author and Year Proposed system Method Future Enhancement 

Singh et al. (2022) [3] 

In this study, AutoML-ID for 

intrusion detection using wireless 

sensor network 

Bayesian optimization 

process 

In the future, Enhancing 

data processing automation 

and handling synthetic data 

Echeberria et al. (2021) 

[4] 

Automated Intrusion Detection 

System 

Automation of potential 

threat monitoring 

Here the Improving 

transaction-based 

technology and centralized 

monitoring. 

Saliu et al. (2022) [11] 

In this manuscript, the OFFICE-

AUTOMATED Intrusion Detection 

System (O-AIDS) are proposed. 

Intelligent house 

surveillance security 

Analyzing and 

implementing intelligent 

home application data 

security. 

Hammar et al. (2021) 

[12] 

In this study, Learning intrusion 

prevention policies through optimal 

stopping is done 

Dynamic programming for 

defender policy 

Simulation of data 

collection and prediction 

based on data sharing. 

Tripathi et al. (2022) 

[13] 

The intrusion prevention and 

response on cyber-physical system 

availability. 

MCPs method and the 

game theory model. 

Here the profitable 

management of the 

integration for the market 

buyers is done. 

Khan et al. (2022) [1] 

Deep Learning for Intrusion 

Detection and Security of Internet of 

Things (IoT) 

Data classification using 

deep learning. 

Secure data management 

from smart cities using deep 

learning. 

Pani et al. (2021) [14] 
IoT-based intrusion detection 

system 

Flower pollination 

algorithm  

Classification of data from 

smart homes and smart 

cities 
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3. AUTOMATIC INTRUSION DETECTION SYSTEM 

(AiDS) 

Intrusion in an unauthorized activity on the network thus can 

be managed by continuous automated monitoring and 

prevention. Thus, detecting the intrusion is monitoring an 

event that takes place in the network for the process of 

communication systems. The two or more systems are 

connected through a server for sharing resources or 

communication; thus, the systems in the network might be 

connected through a wired or wireless method [15]. To 

prevent network communication from a cyber-threat, a 

detection process is essential in finding the threat for 

protecting or preventing the system. An Automatic intrusion 

Detection System (AiDS) as shown in Figure 1 is used to find 

vulnerabilities or uncertain activity during an exchange of 

data or communication. These processes are automated by 

using software for detecting intrusions or threats. From Figure 

1, the Automatic intrusion Detection System (AiDS) describes 

the network and other systems that are protected from cyber 

threats using IDS by placing an intrusion detector in a 

network and all the individual end-user devices.  

To make intrusion effective, Unified Vulnerability Identity 

Management consists of five levels: Hunting Engine, Risk 

Management, Incident Response, Mobile and Cloud Security, 

and SOC-As-A-Service [16]. 

 

 

Figure 1 Process of Automatic Intrusion Detection System (AiDS) for Thread Detection 

3.1. Hunting Engine 

A hunting engine is an approach used to identify an unknown 

event or harmful threat to protect the network's endpoints. It 

might be WAN, LAN, or MAN. Each device connected to the 

network is known as an endpoint; the various endpoints are 

sensors, mobiles, servers, databases, and so on. The critical 

security threat in a network is that every endpoint in the 

network can share its resources, access the data, and also 

communicate with each other thus hunting engine is used to 
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protect each end user from cyber or unknown attacks in the 

network by detecting malicious activities in the network [17]. 

The hunting engine detects the threat by continuously 

monitoring the cyber-attacks on the network and identifying 

the presence of the threat by comparing the pre-designed 

conditions with the current events. The condition is designed 

to detect whether the end user conducts normal network 

activities, like transmitting, receiving, and searching, or 

undetermined access to data transmitted by the endpoints by 

duplicating the data, altering data, and finding the IP from 

where the data are transmitted and so on. If any threat in the 

network is detected, they are identified using a hunting engine 

to rectify the threat. 

 

 

Figure 2 Process Cycle of Identifying Threat 

This process of threat identification is a forward approach in 

which the hunting engine searches for risk in the network. 

The destination of the hunting engine is every activity and 

traffic for each second. It compares it with the conditions to 

find the threat in the network [18].  A threat or attack is a 

systematic approach to getting uncertain access to the system 

or network; thus, this threat can be identified using the 

hunting engine by extracting all the communication details 

from the network. It is analyzed with the conditions [19]. 

Thus, after analyzing the data, a continuous monitoring 

process is applied to identify an actual threat in the network as 

shown in Figure 2. 

3.2. Risk Management 

Risk management is finding security risks in the network 

caused by a cyber-threat. The risk is identified by determining 

the threats which cause vulnerability to the endpoints. A 

comprehensive strategy is applied for risk management using 

the basic 5 levels. The risk determines potential loss or 

damage in the network risk because of the threat [20]. Thus 

the risk generated by the threat is managed using a risk 

management method that contains different steps like risk 

identification, analysis, prioritization, treatment, and 

monitoring of risk as shown in Figure 3. 

3.2.1. Risk Identification 

The initial stage of the risk management process involves 

identifying and comprehending potential risks stemming from 

various threats. It involves identifying and classifying the 

roots of risk to know how and which risk should be managed 

to avoid risk in the network. One of the standard ways for risk 

identification is by reviewing previous network histories like 

a type of cyber threat and its effects using the method of the 

information collection process [21]. 

3.2.2. Risk Analysis 

It is the process of evaluating the risk that negatively impacts 

the network during the communication process. The process 

of analysis occurs after the identification of the risk. Thus 

evaluation of risk helps avoid those risks from the network by 

understanding how the outcome of communication and   

objective gets affected due to the impact of risk on the 

network events [22]. 



International Journal of Computer Networks and Applications (IJCNA)   

DOI: 10.22247/ijcna/2023/223316                 Volume 10, Issue 4, July – August (2023) 

  

 

   

ISSN: 2395-0455                                                  ©EverScience Publications       626 

     

RESEARCH ARTICLE 

3.2.3. Prioritization of Risk 

It is the process of identifying all potential threats within the 

network and evaluating which threat is the most severe so that 

they can be solved at the beginning. The way of prioritizing 

the risk is based on the likelihood of the risk and its potential 

impact on the process. Hence, the ranking order is from most 

critical to least critical threat [7]. The objective of ranking is 

to form a basis for resource allocation. 

3.2.4. Treating an Identified Risk 

It is based on the ranking order for reducing or removing the 

risk from the network. It is an essential process for the 

network to prevent communication events from risk. In this 

stage, the strategy of risk mitigation, prevention, and 

contingency plans was generated based on evaluated values of 

risk [23]. 

3.2.5. Risk Monitoring 

It is the process of identifying whether the evaluated risk has 

been reduced effectively and finding whether the treatment 

used to reduce the risk is effective; otherwise, alternative 

treatments should be chosen to reduce the risk further. Thus, 

monitoring risk also helps track and evaluate risk 

management systems' effectiveness. 

The unified Vulnerability Identity Management includes 

different levels for making an Automatic intrusion Detection 

System (AiDS), such as hunting engine, risk management, 

incident response, and mobile and cloud security. Algorithm 1 

shows the process of hunting engine. It is used to detect the 

harm threat or any unauthorized activity in the network. 

Various types of devices are connected through a network 

called endpoints. Hunting engines protect each endpoint from 

cyber-attacks by detecting malicious activities in the network. 

Each endpoint can share its data and resources, access the 

data, and communicate with each other in the network, so 

security is essential for making the above-stated process. The 

hunting engine detects the threat by continuously monitoring 

the cyber-attacks on the network. It can identify the presence 

of a threat when comparing the pre-designed conditions with 

the current events when the undetermined access to data 

transmitted by the endpoints by duplicating the data, altering 

data, finding IP from the data transmitted, and so on are 

identified as malicious activities. 

 

 

Figure 3 Steps for Risk Management 

Input data; endpoint node set E, Ek -normal endpoint with 

relation set RS= {data storing, data sharing, data access}, 

unknown activities= {data duplication, altering data, finding 

IP} 

while communicating () 

repeat 

perform hunting engine Ht 

do monitoring 

for each endpoint E 

if (E performs unknown activities) then 

E performs malicious activities 

else 

for each endpoint Ek 

evaluate SIM (E, Ek) 

if (SIM (E, Ek) =1) 
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E performs normal activities 

end if 

until 

end if 

end for 

end repeat 

end 

Algorithm 1 LEVEL1: The Process of Hunting Engine 

When the endpoints or end user conducts normal activities 

like transmitting, receiving, and searching, the endpoints are 

identified as regular activities. 

Risk management is finding security risks in the network 

caused by a cyber-threat. The risk is identified by determining 

the threats which cause vulnerability to the endpoints [24]. 

Each endpoint has a unique device ID authorized for 

accessing the data. Initially, each endpoint is needed to check 

whether it is authorized. The system provides access when the 

user id, unique endpoint id, is genuine. 

Initialize: endpoint device id- EID 

value = authorization (var EID) 

if (value = authorized) 

log(value)= log in (var EID, var IP address, var login id) 

if log (value) true 

allow access to E 

else if (value = un-authorized) 

block (Value)= prevent system 

end if 

end if 

if (block (Value)) true 

send(alert)= alerting (log(value)) 

if (send(alert) AND log(value)) false 

append alert in a local file 

else 

var((log(value))) = alert (var EID, var IP address, var login id) 

end if 

end if 

Algorithm 2 LEVEL 2:  Endpoint Protection & Risk 

Management 

When the above details are false, as shown in the algorithm 2, 

the system restrictor blocks the access. The alert is sent to an 

endpoint id whenever the system blocks the access. 

Otherwise, the alert is appended to a local file. 

3.3. Incident Response 

Incident response is the collection of information security 

policies and procedures used for identifying, evaluating, and 

responding to incidents of potential risk caused by reduced 

threats and help in faster recovery [25]. It is also one of the 

essential components. When risk management neglects to 

reduce the risk, incident response is activated to handle the 

risk. The objective of incident response is mentioned in 

Figure.4. 

Figure 4 illustrates the Incident Response process, which 

involves a series of well-defined steps. These steps include 

preparation, detection, analysis, contamination containment, 

eradication of threats, recovery, and post-incident assessment. 

Each phase plays a crucial role in efficiently and effectively 

responding to security incidents, minimizing potential 

damages, and restoring normal operations following an 

incident. An incident represents a process that occurs in a 

network because of a malicious attack or threat [26]. The 

incident response is used to manage the risk caused by the 

threat. The incident response process comprises several 

distinct phases, as highlighted in Figure 4. These phases 

include preparation, detection and analysis, containment, 

eradication, recovery, and post-incident activities.  

Each stage is essential in effectively addressing security 

incidents, ensuring the containment of threats, and facilitating 

a comprehensive recovery process. By following this 

structured approach, organizations can enhance their ability to 

respond to incidents promptly and mitigate potential damages. 

The Preparation phase involves the proactive efforts made by 

a network to get ready for incident response. This includes 

setting up the necessary tools and resources and providing 

appropriate training to the response team. Additionally, this 

phase encompasses activities aimed at preventing incidents 

from occurring in the first place. By taking these preparatory 

measures, organizations can enhance their readiness to handle 

security incidents effectively and minimize potential risks. 

An effective incident response begins before an actual 

detection of any incident. The time a network spends 

preparing and planning before an incident can minimize the 

impact and exposure during an incident. The goal of the 

preparation stage is to ensure that the network can 

comprehensively respond to an incident when detected [8]. 

Detection involves collecting data from the network's history, 

then identifying precursors for finding the signs that an 

incident may happen in the future, and indicators are used for 

whether the data shows the presence of a threat determines 

whether an attack has happened or is happening at present. 
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The primary purposes of this detection and analysis phase are 

to determine whether the incident is indeed occurring and to 

analyze its nature. The analysis involves identifying a 

baseline or ordinary activity for the affected systems, 

correlating related events, and finding when and how they 

deviate from normal behavior [27]. 

 

 

Figure 4 Process Flow of Incident Response 

Contamination is an action that is required to prevent the 

incident or event from spreading across the network.  

The eradication is an action that is required to wipe the threat 

from the network or system entirely.  

Recovery is an action that is required to bring back the 

network or system to its former functionality and use. 

In the post-incident phase, the incident information is 

thoroughly reviewed from the time of occurrence to its 

closure. This process involves a comprehensive examination 

of the incident, aiming to identify potential findings and areas 

where the incident response could have been improved.  

The outcome of this review is a detailed report that highlights 

lessons learned and suggests better approaches for handling 

similar incidents in the future. The post-incident analysis 

plays a crucial role in enhancing the incident response 

capabilities of an organization and fostering continuous 

improvement in its security practices. 

The incident response is performed only the device security 

experiences some attacks. Each device has an incident 

response preparedness for dealing with the data breach. 

Initially, we need to prepare for the incident response 

planning, then identify or detect whether the everyday 

operations and activities have breached the device [10]. When 

we identify and know the breaches, we want to fix them 

immediately. The forensic investigation method plays a vital 

role in identifying critical details about a breach. It involves a 

meticulous examination to determine the specifics of the 

breach, including how and when it occurred, the nature of the 

breach, and the origin of the security compromise. 

Input: Cd - collected data 

Initially, Cd =  

while stopping criteria is not met, do 

for each system 

perform risk assessment 

recon-fig(data)= remove. data vulnerability 

# Check for threat  

if (identify== breach)  

if (detect== network attacks) 

determine attacks type 

determine attacks source 

set up = system (Incident Response) 

if (incident==containing) 

eliminate = remove(threat) 

if (found==malware traces) 

remains = alert (system) 
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end if 

end if 

end if 

end if 

recover= restore (data in device) 

store events  

end for 

end while 

Algorithm 3 LEVEL 3: Incident Response 

Recovering from a data breach is restoring and returning 

affected devices. After the incident, find and eliminate data 

that led to the breach. This process removes all device 

malware, which should be patched and updated. In the device, 

if any trace of malware or security issues is present, the 

system reminds you of your devices [28] as shown in the 

algorithm 3. After the forensic investigation, all incident 

response is stored for preparing for the subsequent attacks. 

4. AUTOMATIC INTRUSION PREVENTION SYSTEM 

(AiPS) 

An intrusion prevention system (IPS) is a fundamental tool in 

network security that plays a vital role in thwarting malicious 

activities. It actively responds to potential threats by promptly 

identifying and taking necessary actions, such as reporting the 

detected activities or implementing blocks to prevent their 

progress.  

In addition to its real-time actions, IPS maintains detailed 

records of observed events, ensuring a comprehensive 

understanding of network security incidents. It also provides 

notifications to security administrators about significant 

events and generates comprehensive reports to aid in 

analysing and responding to security incidents effectively. 

IPS is an essential asset in safeguarding networks and 

enhancing the organization's overall security posture. 

 

Figure 5 Process of Automatic Intrusion Prevention System 

(AiPS) for Data Prevention 

Numerous intrusion prevention systems (IPS) have the 

capability to respond to identified threats by proactively 

preventing their successful execution [29]. These IPS employ 

diverse response techniques, such as directly halting the 

attack, modifying the security environment, or altering the 

content of the attack. In the context of the proposed system, 

the Vulnerability Threat Management process incorporates 

the utilization of Security-as-a-Service and SOC-as-a-Service, 

as illustrated in Figure 5. This integrated approach enhances 

the network's resilience against threats, enabling a robust 

security management solution that leverages external security 

services and a Security Operations Center (SOC). 

4.1. Security-as-a-Service 

Security as a service (SECaaS) is an outsourced service that 

helps handle and manage a network's security. The system's 

security is provided by continuous monitoring for finding the 

security issues caused by the cyber threat using the intrusion 

detection method (IDS). When the security issues in the 

network are detected using IDS, an IPS system enabled with 

Security-as-a-Service is triggered to protect the network by 

providing control over the access. Access control is a critical 

data security process that empowers the system to regulate 

and manage authorized access to corporate data and resources 

[30]. Implementing secure access control involves the 

establishment of robust policies that validate the identity of 

users, ensuring that they are indeed who they claim to be. 

Security-as-a-Service plays a pivotal role in enabling and 

enforcing secure access control mechanisms, providing 

organizations with an efficient and scalable approach to 

safeguarding their valuable data and resources as shown in 

algorithm 4. This system plays a crucial role in providing 

authentication to the authorized servers within the network, 

ensuring secure access to the communication process. Access 

control mechanisms are implemented to regulate data access 

by end users, ensuring data security during communication. 

Administrators can control access by authorizing users with 

specific access levels to doors connected to the required 

reader and controller [31]. This authorization can be easily 

managed through a secure database containing user 

credentials stored in the cloud. Authentication is a critical 

process used to verify the identity of users seeking access to 

the system. Access control is typically based on the 

authenticated user's identity, making authentication vital for 

ensuring adequate security [32]. Effective access control 

management is essential for controlling threats and preventing 

unauthorized access by limiting access only where necessary. 

This improves data security, enhances service availability, 

and enables efficient communication with reduced latency, 

leading to improved quality-of-service (QoS). An intrusion 

prevention system (IPS) is a component of Automatic 

Intrusion Prevention System (AiPS) network security 

designed to proactively prevent identified threats. IPS 

continuously monitors the network, detecting potential 

malicious incidents (MI) and gathering valuable information 
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about them [32] [33]. By promptly responding to detected 

threats, IPS plays a critical role in maintaining network 

security and safeguarding against potential intrusions. 

During the data transmission, the endpoints are in intrusion 

prevention mode either by blocking the network traffic or 

neglecting the data in case of intrusion, thus preventing the 

malicious data from reaching the destination [34]. The 

endpoint can be configured for reset connection, firewall 

reconfiguration, or traffic block as a countermeasure, such as 

blocking the traffic as soon as they detect any intrusions by 

mediating the traffic flow [13]. 

Begin 

while data transmission 

do continuous monitoring 

if (detect= P(MI)) 

extracts info (MI) 

block malicious activities 

else 

continuous monitoring 

end if 

end while 

end  

Algorithm 4 Result with Intrusion Prevention System for 

Process 1: Security-as-a-Service 

4.2. SOC-as-a-Service 

A Security Operations Center (SOC) is an essential security 

model dedicated to managing and safeguarding networks 

against cyber-attacks. It operates by continuously monitoring 

various components, including networks, servers, computers, 

endpoint devices, operating systems, applications, and 

databases, to detect any indications of potential cyber threats. 

The SOC plays a proactive role in identifying and responding 

to security incidents, ensuring a robust defense against cyber 

adversaries and enhancing the overall security posture of the 

organization. A Security Operation Center (SOC) is a 

centralized unit that contains processes and technologies to 

provide network security. In this operation center, the 

extracted threats are analyzed after identifying the threat 

using IDS to find the exact solution for solving the threat to 

increase the network performance [35]. 

5. THE RESULT FROM THE DISCUSSION WITH 

THEORY-BASED SECURITY DATA ANALYSIS 

We proposed a system named Automated Intrusion Detection 

and Prevention (AiDP) model for analyzing the Theory-based 

Security Data and Analytics Solution. In an intrusion 

detection phase, various individual endpoint-related data are 

collected over the network. However, the various endpoints 

are sensors, mobiles, servers, databases, etc.  

The IDS for intelligent contracts (IDS-SC) Echeberria et al. 

(2021) [4] and the CRÈME (Configuration, REproduction, 

Multi-dataset, and Evaluation) Bui et al. (2021) [6] are 

compared with the proposed Automated intrusion detection 

and prevention (AiDP) model for displaying the various 

quality factors against Automated intrusion detection and 

prevention (AiDP) model. The performance of our proposed 

method is measured using the above characteristics [9].  

 True Positive (TP) represents the number of endpoints 

correctly classified as malicious. 

 True Negative (TN) indicates the number of endpoints 

accurately identified as usual (non-malicious). 

 False Positive (FP) shows the number of endpoints wrongly 

classified as malicious when they are standard endpoints. 

 False Negative (FN) represents the number of endpoints 

mistakenly labelled as standard (non-malicious) when they 

are actually malicious. 

The system evaluation using standard metrics is shown in 

table 2. 

Table 2 Confusion Matrix for Actual Threat Data 

Actual Class 
Normal endpoint 

As output 

Intrusion 

Endpoint As 

Output 

Normal 

Endpoint As 

Input 

TRUE 

NEGATIVE 

(TN) 

FALSE 

POSITIVE (FP) 

Intrusion 

Endpoint As 

Input 

FALSE 

NEGATIVE 

(FN) 

TRUE 

POSITIVE (TP) 

 

 

Figure 6 Detection Rate with Endpoints Analysis 
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In evaluating our system, we measure three key metrics: 

network accuracy, intrusion detection rate (DR), and false 

positive rate (FPR). The intrusion detection rate (DR) 

specifically measures the system's ability to correctly detect 

intrusions out of all the actual intrusions present in the 

dataset. , and it is mathematically expressed in equation (1) as 

Detection Rate= 
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒+ 𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 
            (1) 

Figure 6 represents the intrusion detection rate of the 

proposed AiDP system with an increasing count of endpoints. 

The line in figure 6 clearly shows that the proposed system 

has higher detection accuracy in detecting cyber threats. From 

the result, the proposed system has a better detection rate in 

terms of percentage.  

The false positive rate (FPR) is the proportion of non-

intrusive events that are incorrectly classified as intrusions by 

the system. 

 

Figure 7 False Positive Rate with Endpoints 

 

Figure 8 Accuracy Analysis Based on Increasing Count of 

Endpoints 

Figure 7 depicts the false positive rate at different count of 

endpoints. The X-axis denotes the increasing count of 

endpoints, while the Y-axis refers the false positive rate in 

percentage. Figure 7 shows that the false positive rate is 

reduced with the increasing count of endpoints. The curves 

measure the False Positive Rate (FPR) as expressed 

mathematically as follows in equation (2). 

FPR=
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒+ 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 
             (2) 

Figure 8 shows the increasing number of endpoints, and the 

accuracy of the proposed AiDP system increases. So, for a 

count of endpoints of 80, it provides the maximum accuracy 

of 95.67%. The standard metrics for the system performance 

is shown table 3.  

Standard metrics have been extensively employed to evaluate 

the effectiveness and performance of network intrusion 

detection systems. The standard metrics are packet delivery 

ratio, average delay, average detection ratio, and average false 

alarm rate. 

The average delay is a crucial metric used to measure the time 

taken on average, for the transmission of the first data packet 

from the sender node to the reception of the last data packet at 

the receiver node within the network. In this study, we have 

conducted evaluations for various network sizes, ranging 

from 10 to 80 nodes. The calculated average delay values for 

both the existing method and the proposed method are 

presented in table 4. 

The network attack or cyber threat may be in the form of data 

snooping, modification, masquerading ad, denial of service, 

data loss, data duplication, etc. Average Detection Rate and 

Average False Alarm Rate are the two most famous metrics 

that have already been used.  

The detection rate is a fundamental metric that measures the 

effectiveness of our cyber-threat detection system. It is 

calculated as the ratio of accurately detected cyber-threats to 

the total count of cyber threats in the dataset. The 

corresponding detection rate values for both tables 3 and 4 are 

provided. 

Figure 9 illustrates the Packet Delivery Ratio (PDR) for 

different types of attacks. PDR represents the ratio of data 

packets successfully delivered to recipient nodes within 

secure zones to the total packets transmitted from the source 

node. The proposed AiDP method demonstrates significantly 

higher PDR, highlighting its effectiveness in Intrusion 

Detection and Prevention. SVM shows a lower PDR than the 

other two methods, while ZBIDS has a higher PDR than SVM 

but lower than AiDP. These findings provide valuable 

insights into each method's performance under various attack 

scenarios, aiding in network optimization and security 

decision-making. 
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Table 3 Performance Metrics Analysis of Detection Rate, False Positive Rate, and Accuracy Comparison 

Endpoints 

Node 

count 

Detection Rate (%) False Positive Rate (%) Accuracy (%) 

IDS-SC CREME 
Proposed 

AiDP 
IDS-SC CREME 

Proposed 

AiDP 
IDS-SC CREME 

Proposed 

AiDP 

10 67.98 85.6 96.82 24.47 22.74 12.67 88.46 98.53 57.68 

20 75.36 85.97 97.35 14.5 22.21 21.74 89.12 89.59 61.59 

30 78.65 76.58 97.51 19.74 22.05 18.37 87.84 84.16 65.36 

40 79.642 75.434 98.12 17.144 21.44 14.02 88.26 80.838 74.64 

50 80.256 74.642 98.47 18.662 21.09 14.4 88.47 81.774 75.43 

60 84.3665 61.5905 98.23 25.263 21.33 8.19 88.7 75.5535 76.58 

70 81.356 69.302 97.79 19.132 21.77 10.21 88.81 77.244 86.91 

80 86.35 57.68 98.91 24.87 20.65 7.2 89.34 71.89 94.03 

Table 4 Performance Metrics Analysis of Packet Delivery Ratio, Average Delay, Average Detection Rate, and Average False 

Alarm Rate with Various Cyber Attack 

 

Figure 9 Packet Delivery Ratio Analysis with Various Types 

of Cyber Attack 

 

Figure 10 Average Delay Analysis with Various Types of 

Cyber Attacks 

Figure 10 shows the average delay of various cyber-attacks 

such as data snooping, data modification, masquerading ad, 

denial of service, data loss, and data duplication. From the 

graph, it is evident that the average delay of the proposed 

method is significantly lower compared to the SVM and 

ZBIDS methods. Due to the proposed method's higher 

successful packet delivery ratio, the proposed method's 

average delay is lesser than the existing methods. 

 

Figure 11 The Analysis of the Average Detection Rate Across 

Various Types of Cyber Attacks 

Figure 11 depicts that the average detection rate of the 

proposed AiDP method and existing methods for all cyber-

attack possibilities. Due to the cyber-attacks and traffics in the 

network, the proposed method has a lesser detection rate for 

single cyber-attacks and the highest detection rate for multiple 

cyber-attacks. The average detection rate is expressed in 

equation (3) as follows,   

Detection Rate =
𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑡ℎ𝑟𝑒𝑎𝑡 𝑐𝑜𝑢𝑛𝑡 

𝑡𝑜𝑡𝑎𝑙 𝑛𝑜.𝑜𝑓 𝑡ℎ𝑟𝑒𝑎𝑡 
               (3) 
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Table 4 Performance Metrics Analysis of Packet Delivery Ratio, Average Delay, Average Detection Rate, and Average False 

Alarm Rate with Various Cyber Attack 

 

 

Figure 12 Average False Alarm Rate Analysis with Various 

Types of Cyber Attacks 

The average False Alarm Rate (FAR) is calculated as the ratio 

of endpoints incorrectly classified as malicious to the total 

number of actual non-malicious instances. The corresponding 

Figure 12 presents the assessment of the false alarm rate, 

comparing our proposed AiDP method to other existing 

methods. According to the results depicted in Figure 12, our 

proposed AiDP method demonstrates superior performance 

compared to the other existing methods in terms of reducing 

false alarms. According to figure 12, our proposed AiDP 

method outperforms the other existing method. The false 

alarm rate eqn (4) is computed as, 

 

FAR= 
𝑓𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒

𝑓𝑎𝑙𝑠𝑒 𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒+ 𝑡𝑟𝑢𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 
            (4) 

The Average false alarm rate metric is calculated that shown 

in eqn 5, it defines the ratio among the count of standard 

connections that are wrongly misclassified as a cyber-threat 

and the total count of standard connections that is, 

Average False alarm rate = 
𝑓𝑎𝑙𝑠𝑒 𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑡𝑜𝑡𝑎𝑙 𝑛𝑜.𝑜𝑓 𝑠𝑡𝑎𝑛𝑑𝑎𝑟𝑑 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑖𝑜𝑛𝑠
  (5) 

Table 5 Attacker Reduction Accuracy Analysis with Various 

Methods 

Methods 

Attacker Reduction Accuracy 

(%) 

Intrusion 

Detection 

Intrusion 

Prevention 

SVM 75.31 76.42 

ZBIDS 78.62 77.53 

Proposed 

AiDP 
92.45 95.61 

 

 
Figure 13 Attacker's Reduction Accuracy Analysis with 

Existing Methods 
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From Figure 13, presents, as for cyber-attacks, all of the 

success packet delivery rate, average delay, and average false 

alarm rate of the proposed method.  

The unified vulnerability identity management includes five 

levels: hunting engine, risk management, incidence response, 

and data security process for identifying the cyber threat [36]. 

The hunting engine is used to encounter a harmful event or 

threat over the network.  

The risk management system determines the risks caused by 

the threats. Incident response is used for performing the 

identification of threats and evaluating their threat. Mobile 

and cloud data security is used to protect the data stored on 

the devices, as shown in Table 5. 

Figure 13 demonstrates the attacker's reduction accuracy of 

various methods like SVM, ZBIDS, and the proposed AiDP 

method. From the above graph, the SVM method has 

attackers' reduced accuracy of 75.31% and 76.42% for the 

intrusion detection and prevention process, respectively. The 

ZBIDS method has attackers' reduction accuracy of 78.62% 

and 77.53% for the intrusion detection and intrusion 

prevention process, respectively. The proposed AiDP method 

has attackers' reduction accuracy of 92.45% and 95.61% for 

the intrusion detection and intrusion prevention process, 

respectively. 

From the above result, the proposed AiDP method has higher 

attacker reduction accuracy in intrusion detection and 

intrusion prevention methods than the other methods. 

Analysis of the performance of our system with two 

conditions: In the network, authorized users have the 

capability to request data anonymously while ensuring their 

authenticity through valid signatures. 

This approach enables them to securely access the data they 

are entitled to, maintaining data integrity and confidentiality. 

On the contrary, malicious users attempt to gain unauthorized 

access to data by submitting requests with invalid signatures. 

These illegitimate requests aim to exploit vulnerabilities and 

potentially disrupt the network's operations through a Denial-

of-Service (DoS) attack on the data. 

The proposed Automated Intrusion Detection and Prevention 

(AiDP) model demonstrates outstanding performance in 

enhancing cybersecurity, as supported by the following 

numerical values. AiDP achieves detection rates ranging from 

67.98% to 98.91%, this highlights AiDP's superior ability to 

accurately detect cyber threats. AiDP exhibits a low false 

positive rate of 7.2% to 25.263%, outperforming that 

indicates fewer instances of misclassifying normal 

connections as threats.   

AiDP's accuracy reaches up to 95.67%, and it achieves an 

average detection rate of 76.589%. AiDP maintains a low 

average false alarm rate of 8.057%, demonstrating its ability 

to minimize false alarms and reduce unnecessary alerts and it 

exhibits a high packet delivery ratio and it achieves attacker 

reduction accuracy of detection and prevention of 92.45% and 

95.61%, respectively, it shows ability to effectively reduce 

malicious attacks.  

Overall, the proposed AiDP model offers superior 

performance in detecting and preventing cyber threats, 

ensuring robust network security and safeguarding against 

unauthorized intrusions. These numerical values validate the 

effectiveness and efficiency of AiDP, making it a promising 

solution for enhancing cybersecurity in various network 

environments. 

6. CONCLUSION 

This research centered on the Automated Intrusion Detection 

and Prevention (AiDP) model, analyzing Theory-based 

Security Data and Analytics solutions through Intrusion 

Detection Systems and Intrusion Prevention System. The 

study also incorporated Security-as-a-Service and SOC-as-a-

Service Techniques to enhance Cybersecurity with the 

proposed Theory-based intrusion detection and prevention 

approach. The Intrusion Detection System employs Unified 

Vulnerability Identity Management, encompassing Endpoint 

Protection & Hunting Engine, Risk Management, Endpoint 

Security, Incident Response, and Cloud & Mobile Security. 

This comprehensive approach fortifies network security, 

detects and prevents intrusions, and improves overall 

cybersecurity defences. However, the Vulnerability Scanning 

and Threat Assessment are made using Data Breach 

Verification. On the other hand, the Intrusion Prevention 

systems are employed for Vulnerability Threat Management 

using Security-as-a-Service and SOC-as-a-Service. This helps 

prevent the Application of Data Security and Analytics by 

using the Global Risk Management Security Solutions. The 

final analysis of intrusion detection and prevention (AiDP), 

Data, and Analytics is made by accessing the Unified 

Vulnerability Identity Management and Security-as-a-Service 

Algorithms. 

As the simulated Results of Security-as-a-Service Attacker 

Reduction Percentile return 97.56%, at the Level of Intrusion 

Detection System, it's become 97.84% and in Level of 

Intrusion Prevention System return the 96.34%. Although the 

Moving signals data becomes 54% and Attacker Reduction 

Accuracy is 95.43% on Phase 1 Step 1. Moreover, the 

Attacker Reduction Accuracy is 97.33% in Phase 1 Step 2. 

Finally, the Attacker Reduction Accuracy is 98.84% in Phase 

2, Step 3. The result closed with Intrusion Prevention System 

for Security-as-a-Service and SOC-as-a-Service against the 

Vulnerability Scanning and Threat Assessment for reducing 

the attacks on the average vulnerability data and digital threat 

data. Future work for this paper involves enhancing detection 

accuracy using advanced techniques, developing real-time 

intrusion prevention mechanisms, and addressing zero-day 

attacks while maintaining privacy and ethical considerations. 
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