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Abstract – Data confidentiality (DC) became an essential 

security service required during data transmission or storing 

sensitive data over the network in every application. A rise in 

security attacks causing several security services are required to 

be implemented for preventing both passive and active attacks. 

DC security service is most common and based on a complex 

reversible mathematical calculation recognized as cipher 

algorithm. The confidentiality of information kept in digital 

mode, as well as its simple accessing at any moment, has become 

a significant phenomenon. However, many applications put 

constrained to develop cipher models that can provide better 

performance while maintaining minimum security level. In this 

regard, several hybrid models have been developed and 

discussed in the literature based on cascading which provides 

enhanced security but increases system performance due to the 

running of multiple algorithms. The aim of the proposed scheme 

is to improve the system performance of the cascaded hybrid 

model by doing modifications in the internal structure of each 

algorithm used in the model by reducing the number of rounds 

required for doing encryption and decryption. Each algorithm 

used in cascading in hybrid model uses a different key generated 

using the SHA256 algorithm which helps to maintain the 

security level of the hybrid cryptography model. Finally, we 

conduct the performance analysis of the existing hybrid 

cryptography model with the proposed cipher scheme having a 

reduced number of rounds. The proposed scheme shows better 

performance of the hybrid model compared with its 

corresponding existing model. 

Index Terms – Data Confidentiality, Hybrid Cryptography, 

Internal Modification, Cascaded Encryptions, Secure Hash 

Algorithm. 

1. INTRODUCTION 

With the widespread and rapid developments of internet-

based applications, the security of personal and private 

information requires the highest priority of attention for daily 

routine life. Preventing and controlling unauthorized access to 

private and personal information is always considered as the 

utmost issue by application developers and users of 

applications [1].  This issue has been resolved by utilizing the 

concept of cryptography. Cryptography (the technique of 

using coded messages) is used as a way of transforming data 

into a scribbled form. There is a need for cryptography for 

securing personal and private information from unauthorized 

access [2], [3].  Cryptography offers various services to be 

utilized by application developers for performing user 

authentication, data validation, data confidentiality, etc. 

Numerous encryption algorithms are available, which proved 

efficient for providing DC services [1]. Symmetric algorithms 

are considered the most efficient and cost-effective algorithm 

for data confidentiality. Moreover, the DC security service is 

typically based on a strong symmetric cipher algorithm [2]. 

The encryption algorithm is mainly categorized into two types 

based upon key utilization: conventional (symmetric) or 

public-key (asymmetric) algorithm. Symmetric encryption 

algorithm also known as conventional algorithm utilizes a 

single secret key for encryption and decryption process. AES 

(Rijndael), DES, Blowfish, IDEA, RC-6, Twofish, MARS, 

Serpent are some popular used symmetric algorithms. 

Asymmetric encryption algorithm (public-key encryption 

algorithm) requires two keys, one for encryption and the other 

for decryption. RSA, EC are some popular asymmetric 

algorithm [3].  

Cryptographic algorithm modifications can be categorized 

mainly into two broad categories as “internal” and “external” 

modification. Internal modification means changing the basic 

internal structural unit of the algorithm, to increase its 

throughput and complexity. The internal modification may 

offer great cryptographic strength, but it needs a huge 

experience to preserve the basic concept of the initial security 

algorithm. Apart from this, the time and cost required can be 

extremely high for internal modification of the algorithm and 

its implementation in hardware/software [4]. Internal 

modification could be increasing the size of the key required 

in the algorithm or adding the extra key i.e secondary key. 
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Many symmetric block ciphers have a Feistel structure which 

consists of a round performed several times. Each round 

performs substitution and permutation-based upon a secret 

key. The Internal modification in a symmetric block cipher 

could be simply changing of its S-boxes or modifying the 

number of rounds in the Feistel structure [4], [5].  D'souza and 

Panchal modified the internal structure of the AES algorithm 

by transforming static s-box to dynamic s-box and utilizing 

dynamic key generation process. The dynamic key is 

generated at random when the sender login in the system 

based on the current time and Dynamic S-box are created by 

transforming static substitute-box using cipher key which 

mainly involves XOR operation [6]. 

External modification means an amalgamation of two or more 

block algorithms to get new algorithms. The resultant 

algorithm is a “hybrid” algorithm, which includes multiple 

original algorithms as its core. The external modification is an 

easy and convenient method for the designer who doesn’t 

have much experience in cryptographic algorithm design. 

Furthermore, it offers more significant design flexibility and 

reduces time and cost for its implementation in hardware/ 

software [4], [7]. 

Hybrid cryptography can further enhance the DC security 

service to many communication systems which utilize 

multiple ciphers of the same or different types together by 

including the benefits of each cipher. Figure 1 illustrates how 

the several ciphers can be cascaded for enhancing the DC 

security service [2]. 

 

Figure 1 Hybrid Cascaded Encryption Model (n-tier) [2] 

However, the existing hybrid cryptography solutions may not 

be suitable due to performance issues. The new emerging 

applications require faster processing time for a better user-

friendly experience. Relying on hybrid cryptography, in this 

case, may lead to overhead on computational resources, such 

as the case with Super-Encryption [8] (IDEA and WAKE), 

which requires full encryption process of both algorithms in 

sequence, resulting in increased performance of the system. 

Hence there is a need for a new hybrid cryptography 

algorithm with high performance and enhanced security.  The 

chaotic cryptography algorithm is not a good alternative due 

to proven insecure in numeral cases [9] and also requires 

floating calculations which complicates hardware 

implementation [10]. 

Based on the reviewed literature, it has been observed that 

many hybrid models lack system performance due to multiple 

encryptions. Hybrid models need a way to improve their 

performance to be utilized in today’s commonly used 

applications like cloud, chatting, etc for a better user 

experience. In particular, the proposed system tries to improve 

the performance of the hybrid model by modifying the 

number of rounds utilized in its Feistel structure. For this, 

various hybrid models are examined, and famous existing 

models are implemented for comparing the results. 

2. LITERATURE REVIEW 

This section entails a short overview of work accomplished in 

the field of hybrid cryptography algorithms for information 

security by numerous researchers. Abdullah et al, 2018 [8] 

developed a hybrid cryptography model using powerful IDEA 

and WAKE modern symmetric algorithm. The system first 

encrypts the plain text with IDEA and then re-encrypts using 

the WAKE algorithm which changes the data into 

hexadecimal format before encryption.  Rachmawati et al., 

2018 [11] developed a hybrid model which uses the IDEA 

algorithm for encrypting text messages and the knapsack 

algorithm for securely distributing the secret key used by 

IDEA for encryption. Tayel et al., 2018 [12] proposed a 

hybrid cryptosystem for protecting multimedia where image 

encryption is performed using SERPENT algorithm and key 

generation and sharing is managed using ECC algorithm. 

Timilsina & Gautam, 2019 [13] combined Blowfish and ECC 

to develop a hybrid cryptosystem. They prepared various 

hybrid models of this combination by varying the key size of 

the Blowfish algorithm and analyze the performance of 

various hybrid models.   

Venkatraman & Geetha, 2019 [14] developed an enhanced 

hybrid model for a public cloud environment that uses the 

Blowfish algorithm and genetic operators. The model 

encrypts images multiple times, first by the Blowfish 

algorithm and then by genetic operators in a fixed sequence. 

The model outperforms the most commonly used algorithm in 

the cloud environment for image encryption. This proposed 

system will take more time than blowfish algorithm due to 

addition of extra layer of encryption with genetic operator.  

Abroshan, 2021 [15] has designed a hybrid encryption model 

using Blowfish and ECC algorithm for cloud computing. 

Their model encrypts cloud data using the Blowfish algorithm 

and the key used in data encryption is encrypted using the 

ECC algorithm. The proposed model performance is 

satisfactory for small-size data but lacks for big-size data 

files. 

Hussam et al, 2021 [16] have designed a hybrid model using 

PRESENT, TWINE, and 5-D Chaos Keys which performs 24 

rounds for encrypting data. They have divided 128-bit data 
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blocks into 2 parts for encryption with PRESENT and 

modified TWINE algorithms. 

Mahmud et al, 2018 [17] have developed a hybrid model by 

cascading two famous encryption algorithms as AES and 

Blowfish. They have proposed this system for providing 

security to patient medical reports available in form of pdf 

file. They have observed that their model performance was 

better than the AES algorithm but less than the Blowfish 

algorithm. 

Kaushik and Patel, 2019 [18] have developed a hybrid model 

AES-Twofish for cloud data security. They have concluded 

that their hybrid model performance in terms of encryption-

decryption time is better than the AES-Blowfish hybrid 

model. Similar results were also observed and recorded by 

Neha, 2019[19]. 

Othman, 2017 [20] have developed a hybrid model for robot 

communication which involves securing small-sized 

commands by encrypting commands using RSA, Twofish, 

and AES in sequence. They concluded that this hybrid model 

requires more time to break using brute force attacks rather 

than these algorithms. 

Rajan and James, 2013 [21] designed a hybrid model for text 

files by cascading three well-known algorithms with three 

different keys in a fixed order of sequence AES, Twofish, and 

Serpent. Steganography is used for securely transmitting this 

data to the receiver. This system performance lacks due to 

three cascaded encryption which performs Fiestel rounds as 

for AES -10, Twofish-32 and Serpent-32 in total 74 rounds of 

Fiestel structure are carried out for getting final results.   

Priyanka and Lal, 2019 [22] had designed a hybrid model by 

mixing three algorithms in dynamic order using AES, DES, 

and Blowfish for big-data security. They marked their model 

as highly secure if all algorithms are used together for data 

confidentiality. They have remarked that the hybrid model 

AES-Blowfish is more secure than the DES-AES version. 

There is enormous hybrid cryptographic techniques available, 

proposed by various researchers and implemented using 

numerous platforms, various simulation tools used for its 

performance analysis. Table 1 details a concise overview of 

various hybrid cryptographic techniques. 

Authors 
Algorithms 

Used 
Model Description Advantages 

Disadvantages/ 

Remarks/ 

future work 

Abdullah et al., 

2018 

[8] 

IDEA and 

WAKE 

Super-encryption algorithm 

utilizes IDEA and WAKE 

algorithms for double encryption 

where The IDEA encrypts and 

generates cipher text in ASCII 

form and WAKE first converts 

ASCII ciphertext into 

Hexadecimal before encryption 

process. 

Requires longer time 

by cryptanalyst to 

break security. 

Encryption 

process in mixed 

mode with 

parallelism 

No comparison 

provided with 

existing models. 

Rachmawati et 

al., 2018 

[11] 

IDEA and 

Knapsack 

Algorithm 

The plaintext is encrypted using 

IDEA algorithm and knapsack 

asymmetric key algorithm is 

used for secure distribution of 

the message key. 

Maintains data 

integrity 

More secure 

No comparison 

provided with 

existing models. 

Tayel et al., 

2018 

[12] 

Serpent and 

ECC 

SEHC model uses Serpent 

algorithm for encrypting 

multimedia images and key 

sharing and distribution is 

handle by Elliptic Curve 

Cryptography (ECC) within an 

insecure communication 

channel. 

system more reliable 

enhance Serpent key 

management protocol 

using ECC 

shows potential 

for live 

application 
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Timilsina & 

Gautam, 2019 

[13] 

Blowfish and 

ECC 

Random key generated and 

utilized by Blowfish algorithm 

for data encryption and key is 

encrypted using ECC for 

sharing. 

multi-layer security 

hybrid is better than 

single algorithm 

compared own 

models by 

varying key size 

Venkatraman & 

Geetha, 2019 

[14] 

Blowfish and 

Genetic 

Operators 

Blowfish encryption algorithm 

encrypts image information and 

then generic operators are you 

used for encrypting the already 

encrypted image information. 

improved security 

than blowfish 

algorithm 

fast and ensures 

better security 

improvements 

can be done by 

use of proxy-

encryption with 

the high entropy 

and least 

correlation 

Mahmud et al., 

2018 

[17] 

AES and 

Blowfish 

This model secures medical 

patient reports by encrypting 

them using hybrid model in 

sequence. 

fixed order double 

encryption 

Used RSA and 

ECC for Key 

generation, ECC 

works better. 

Kaushik & 

Patel, 2019 

[18] 

AES and 

Twofish 

The data owner encrypts his data 

before uploading it to cloud. The 

key will be shared by cloud 

service provider after user 

authentication. 

fixed order double 

encryption 

Model performs 

better than 

hybrid model 

AES + Blowfish 

developed by 

[23] 

Neha, 2019 

[19] 

AES and 

Twofish 

Model uses AES and Twofish 

for encrypting cloud data where 

ECDH is used for key 

management. 

fixed order double 

encryption 

Twofish key 

setup is fast and 

can also be used 

for smart cards. 

Othman, 2017 

[20] 

RSA, 

Twofish and 

AES 

Model used for securing 

communication with Robots. 
Triple encryption. 

Model requires 

more 

cryptanalysis 

time to brake 

using brute force 

method. 

Priyanka & Lal, 

2019 

[22] 

AES, DES 

and Blowfish 

Model provides multiple variants 

by combining these algorithms 

for selection as per security 

requirement. 

Dynamic Encryption 

Highly secure if 

all three 

algorithms used. 

Santoso et al., 

2020 

[24] 

AES and 

Twofish 

Model uses AES and Twofish 

for encrypting data with same 

key generated using SHA256 by 

providing passphrase. 

fixed order double 

encryption 

More secure and 

easier to 

implement. 
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Siva Sankaran 

& Kirubanand, 

2019 

[25] 

Twofish and 

ECC 

The plaintext is encrypted using 

Twofish algorithm and ECC 

asymmetric key algorithm is 

used for secure distribution of 

the secret key used by Twofish. 

More secure 

Slow in 

encryption and 

decryption for a 

large set of data. 

Poduval et al., 

2019 

[26] 

3DES, RC6 

and AES 

Divides data into three Parts- 

Each part is encrypted parallel 

using different algorithm based 

on key and key details stored 

and shared using image 

steganography technique. 

Less processing time Not discussed 

Pooja & 

Chauhan, 2020 

[27] 

AES, DES 

and m-RSA 

Divides data into three equal 

Parts- first part encrypted using 

AES; Second Part encrypted 

using DES and Third Part 

encrypted using m-RSA. The 

final ciphertext is C1C2C3. 

More secure 

Requires pre and 

post processing 

time. 

Salama 

AbdElminaam, 

2018 

[28] 

AES and 

Blowfish 

Plaintext data partitioned into n 

block and each block further 

split in 2 parts; first part 

encrypted using AES and second 

part using blowfish. 

More Secure 
Block size not 

mentioned. 

AbdElminaam 

et al., 2014 

[29] 

(AES and 

ECC) and 

(Blowfish 

and RSA) 

This model does node 

encryption where plaintext 

divided in two equal parts first 

part is encrypted using AES and 

ECC algorithm and second part 

using Blowfish and RSA. 

Fast Processing 

More Secure 

supports WSN 

applications 

requires four 

algorithms 

Kumar & Rana, 

2016 

[30] 

modified 

AES 

Plaintext encrypted using 

modified AES where fixed 16 

rounds are used for single block 

of data. 

More secure 

Time Consuming 

due to additional 

rounds 

Gupta et al., 

2020 

[31] 

RSA and 

Blowfish 

Plaintext Message M is first 

encrypted using Blowfish 

Algorithm and is used as a plain 

text for RSA algorithm. D-RSA 

algorithm is used for re-

encryption. 

Slow Processing 

more secure 

Use triple RSA 

i.e. triple 

modulus based 

calculation using 

6 prime 

numbers. 
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Ekka et al., 

2019 

[32] 

AES and 

RSA 

This hybrid model uses AES, 

RSA and EX-OR operation. The 

Plaintext M is encrypted using 

AES with secret key SK and 

then generated ciphertext and 

key SK are EX-ORed to 

generate intermediate ciphertext 

C2. The RSA encrypts SK which 

is EX-ORed with C2 to generate 

final ciphertext C3. 

Less processing time 

than AES-256 

No use/need to 

perform EX-OR 

operation on C2 

and SK' to 

generate 

C3.Since, sender 

has to send C3 

along with SK' 

which gives C2, 

if C3 EX-OR 

with SK'. 

Saxena et al., 

2020 

[33] 

RSA, 

Elgamal and 

MD5 

A Hybrid Model REM first 

encrypts the plaintext using 

Elgamal algorithm and then re-

encrypted using RSA algorithm. 

MD5 is used for message digest. 

Double encryption 

Results are 

generated based 

on small size 

data 

Table 1 Overview of Various Hybrid Cryptographic Techniques 

3. PROPOSED METHODOLOGY 

The proposed system produce a hybrid algorithm based on 

cascading of modified versions of different symmetric 

algorithms. The hybrid models use the proposed scheme and 

perform multiple encryptions with different keys used for 

each cascading algorithm with a modified internal structure. 

The proposed system is implemented using the famous open-

source Crypto++ [34] library which is developed using the 

C++ class library and provides cryptographic schemes. Most 

of the cryptographic algorithm has fixed number of rounds 

which is hardcoded in its code, and very few algorithms 

rounds are calculated based upon the size of the key. Table 2 

provides the details of the algorithm whose code has been 

modified with a new number of rounds as per the table in the 

Crypto++ library without affecting its execution. 

Sr. 

No. 

Algorithm 

Name 

Key 

Size 

(bits) 

No. of 

Rounds 

(Existing) 

No. of 

Rounds 

(Modified) 

1 
AES 

(Rijndael) 

128 10 4 

2 DES  64 16 1 

3 Blowfish  128 16 1 

4 Twofish  128 32 2 

5 Serpent  128 32 8 

Table 1 Algorithms Description with Modified no of Rounds 

Used for Hybrid Model 

3.1. Generalized Model Architecture 

Figure 2 depicts the encryption-decryption process of a hybrid 

model with a modified internal structure of algorithms. The 

encryption process (shown in fig from left to right) involves 

cascading of numerous algorithms with a modified number of 

rounds and keys generated using SHA256 of different 

passphrases. The decryption process (shown in figure 2 from 

right to left) is exactly the reverse process of encryption. 

 

Figure 2 Generalised Hybrid Model Architecture 

3.2. Flowchart of the Proposed Scheme 

Figure 3 represents the flowchart of the proposed scheme 

which can be applied on any hybrid model which uses 

multiple or cascaded encryptions. For explaining the proposed 

scheme in detail, we select the hybrid model TWOFISH-AES. 

Plaintext file is given as input along with two passphrases 

which will be utilized for Key and IV generation. The 

proposed model firstly encrypts the plaintext file with 

TWOFISH algorithm having 2 rounds whose key and IV 

generated using SHA256 algorithm by taking passphrase-1. 

The output of the first step is then again encrypted using AES 

algorithm whose key and IV are generated using SHA256 

algorithm by taking passphrase-2 having 4 rounds and 

generates final ciphertext file. 
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Figure 3 Flowchart of the Proposed Model using Internal Structure Modification Scheme 

The key generation algorithm generates n different keys for 

the hybrid model using the SHA256 algorithm as per the need 

of the algorithm which is used in the encryption and 

decryption process. The secret key is independent for each 

algorithm and generated using the SHA256 algorithm using a 

different passphrase for maintaining security level. The key 

and IV (Initial Vector) generation for each algorithm can be 

given by eq. 1 and eq. 2 respectfully as 

𝐾𝑒𝑦𝑖 = 𝑇𝑟𝑢𝑛𝑐 ( 𝐻 (𝑃𝑎𝑠𝑠𝑝ℎ𝑟𝑎𝑠𝑒𝑖),  𝐵𝑖) 𝑖 = 1 𝑡𝑜 𝑛 (1) 

𝐼𝑉𝑖 = 𝑇𝑟𝑢𝑛𝑐 ( 𝐻 (𝐻 (𝑃𝑎𝑠𝑠𝑝ℎ𝑟𝑎𝑠𝑒𝑖)),  𝑉𝑖) 𝑖 = 1 𝑡𝑜 𝑛 

(2) 

Where,  

𝑇𝑟𝑢𝑛()  - truncates the input to given size 

𝐻()  - SHA256 Algorithm 

𝑃𝑎𝑠𝑠𝑝ℎ𝑟𝑎𝑠𝑒𝑖  - passphrase used for key generation for ith 

algorithm 

𝐵𝑖  - Size of key for ith algorithm 

𝑉𝑖 - Size of IV for ith algorithm 

Eq. 3 represents the mathematical equation for encryption 

process performed by proposed cipher scheme with modified 

number rounds for n-level of cascading which utilizes keys 

and IVs generated using Eq.1 and Eq.2 where Ci represents 

the ciphertext generated with ith algorithm in the selected 

model with rounds specified in table 2. Eq. 4 represents the 

decryption process of the proposed scheme for hybrid models. 

 
𝐶𝑖 =

𝑃 𝑖 = 0
  

𝐸𝑖 ( 𝐾𝑒𝑦𝑖 ,  𝐼𝑉𝑖 ,  𝐶𝑖−1, 𝑟𝑖) 𝑖 = 1 𝑡𝑜 𝑛
 

(3) 

 
𝑃𝑖−1 =

𝐶𝑛 𝑖 = 𝑛 + 1
  

𝐷𝑖  ( 𝐾𝑒𝑦𝑖 ,  𝐼𝑉𝑖 ,  𝑃𝑖 , 𝑟𝑖) 𝑖 = 𝑛 𝑡𝑜 1
 (4) 

  

Where, 
 

 𝐶𝑖 - Cipher text of ith Algorithm  

 𝐸𝑖 - Encryption using ith Algorithm  

 𝐷𝑖  - Decryption using ith Algorithm  

 𝐾𝑒𝑦𝑖  - Key for ith Algorithm  

  𝐼𝑉𝑖 - IV ith Algorithm  

 𝑟𝑖 - number of rounds used for encryption 

algorithm 
 

 𝑃𝑖−1 - recovered plaintext using ith 

Algorithm 
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 𝑃, 𝐶𝑛 - Initial Plaintext and Final Ciphertext  

    
4. RESULT ANALYSIS 

Result analysis involves the comparison of existing hybrid 

models with prescribed number of rounds with modified 

number of rounds for same model in terms of encryption time, 

encryption and decryption throughput for varying size of text 

and image files as per details given in table 3. 

Hybrid model 

involving symmetric 

encryption only 

Total number 

of rounds 

performed in 

existing model 

Total number 

of rounds 

performed in 

modified 

model 

AES-BLOWFISH [17] 36 5 

AES-TWOFISH [18], 

[19], [24] 
42 6 

TWOFISH-AES [20] 42 6 

AES-TWOFISH-

SERPENT [21] 
74 14 

AES-BLOWFISH-

DES [22] 
46 6 

Table 2 Hybrid Cipher Model with Number of Rounds 

Performed During Process 

4.1. Encryption Time 

 

Figure 4 Encryption Time Required by Existing and Modified 

Hybrid Model for Text Files 

It denotes the time required by the cryptographic model for 

the encryption process i.e. converting plaintext into the 

ciphertext. Figure 4 shows the graphical representation of 

encryption time required by hybrid models for converting 

plaintext into the ciphertext for text files of different sizes. 

Figure 4 a) shows time required by the existing hybrid models 

whereas Figure 4 b) shows the time required by modified 

hybrid models. 

Figure 5 shows the graphical representation of encryption 

time required by hybrid models for converting plaintext into 

the ciphertext for image files of different sizes. Figure 5 a) 

shows time required by the existing hybrid models whereas 

Figure 5 b) shows the time required by modified hybrid 

models. 

 

Figure 5 Encryption Time Required by Existing and Modified 

Hybrid Model for Images 

Comparing Figure 4a with Figure 4b and Figure 5a with 

Figure 5b, we can conclude that modified hybrid models with 

proposed scheme takes lesser time than its corresponding 

existing hybrid models. We have observed significant 

improvement in time performance in terms of encryption time 

for proposed scheme for all modified hybrid models having a 

reduced number of rounds. 

4.2. Decryption Time 

It denotes the time required by the cryptographic model for 

the decryption process i.e. converting ciphertext into the 

plaintext. Figure 6 and Figure 7 shows the graphical 

representation of decryption time required by hybrid models 

for converting ciphertext into the plaintext for text and image 

files of different sizes respectively. We have observed 

improvement in performance for proposed scheme in hybrid 

models for decryption process too. 
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Figure 6 Decryption Time Required by Existing and Modified 

Hybrid Models for Text Files 

 

Figure 7 Decryption Time Required by Existing and Modified 

Hybrid Models for Images 

4.3. Encryption Throughput 

It denotes the average speed of the cryptographic model for 

the encryption process i.e. amount of plaintext converted to 

the ciphertext in unit time. Figure 8 shows the graphical 

representation of encryption throughput of the various 

existing hybrid model and proposed modifications in the 

existing model for encrypting text and image files. The result 

shows the improvement in encryption throughput for all 

proposed hybrid models with a reduced number of rounds. 

 

Figure 8 Average Encryption Throughput of Existing and 

Proposed Hybrid Model 

4.4. Decryption Throughput 

 

Figure 9 Average Decryption Throughput of Existing and 

Proposed Hybrid Model 

It denotes the average speed of the cryptographic model for 

the decryption process i.e. amount of ciphertext converted to 

plaintext in unit time. Figure 9 shows the graphical 

representation of decryption throughput of the various 

existing hybrid model and proposed modifications in the 
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existing model for decrypting text and image files. The result 

shows the improvement in decryption throughput for the 

proposed hybrid model with a reduced number of rounds. 

5. CONCLUSION AND FUTURE WORK 

This work concludes that the proposed hybrid cipher scheme 

with a reduced number of rounds improves the performance 

of the hybrid cascaded model by maintaining a minimum 

level of security using the different secret keys used for each 

cascaded encryption algorithm generated using the SHA256 

algorithm. The modified hybrid model TWOFISH-AES has 

the best performance considering encryption throughput as 

per fig. 8, which gives the average speed of 34301.43 b/ms for 

text files and 23950.44 b/ms for images. The proposed hybrid 

cipher scheme can be integrated into any application which 

requires a faster way of preserving the security of user’s 

personal files like text, images, etc. The security level of this 

hybrid cipher scheme can further be increased by using a 

dynamic selection of algorithms instead of the fixed order of 

algorithms for the encryption and decryption process in the 

hybrid cascaded model. The proposed design can also be 

implemented for other multimedia data like audio or video 

files types like .mp3, .avi, etc. The proposed concept can be 

incorporated in any application where high system 

performance is required like big data websites, cloud 

applications, or chatting applications. 
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